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PROFESSIONAL SUMMARY

Cybersecurity student with hands-on experience across 4 self-driven blue-team projects, including network traffic
analysis, Windows log analysis, phishing investigation, and incident response documentation. Skilled in Python,
Wireshark, and Linux-based security tooling, with certifications in networking fundamentals and core
cybersecurity foundations. Seeking a SOC Analyst or Cybersecurity Intern role to apply practical blue-team and
security-monitoring skills. 

EDUCATION

BS Computer Science — Abasyn University, Peshawar 2026 – Present

Intermediate (ICS) — Fazaia Inter College, Shaheen Camp, Peshawar (FBISE) 2026 · 805/1100

Matriculation — Fazaia Inter College, Shaheen Camp, Peshawar (FBISE) 2026 · 756/1100

CERTIFICATIONS

Core Cybersecurity Foundations (CORE) — Hackviser Jul 2026
Cert ID: HV-CORE-CWBUG0SS · verify at hackviser.com/verify?id=HV-CORE-CWBUG0SS

Introduction to Cybersecurity — Cisco Networking Academy Feb 2026

Google Cybersecurity Professional Certificate In Progress

PROJECTS

Network Traffic Analyzer
Unified 5 separate packet-analysis exercises into a single toolkit covering TCP/IP, HTTP, DNS, and TLS traffic
inspection using Python and Wireshark.

Windows Security Event Log Analysis
Analyzed Windows event logs to identify indicators of compromise and unauthorized access patterns,
documenting findings in a structured report.

Phishing Email Analyzer
Investigated phishing indicators across headers, links, and attachments in sample emails to build a
repeatable triage checklist.

Incident Response Case Study
Documented a full incident-response lifecycle for a simulated breach, from detection through containment and
remediation.

SKILLS

Security & Networking: Wireshark, Packet/Traffic Analysis, TCP/IP, HTTP, DNS, TLS
Tools & Platforms: Python, Linux Mint, Git, GitHub, Netlify
Design: Canva, Graphic Design
Languages: English, Urdu, Pashto

• 

• 

• 

• 

mailto:muhammadumar12414@gmail.com
https://www.linkedin.com/in/muhammad-umar-cy
https://github.com/UMAR-CYSEC
https://umar-cysec.vercel.app/

	Muhammad Umar
	Professional Summary
	Education
	Certifications
	Projects
	Skills


